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Jak dziata sie¢ WiFi ? \isTua

(WiFi how it works?)
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http://www.krysinski.eu/szkolenia-i-certyfikaty/cert/

Sieci WiFi — wczoraj, dzis 1 jutro

Aplikacje
" multimedialne

; 10Gb/s

P

802.11ac-1 @ | przyszio

1802.11n
1450 M

802.11a, 1 802.11g y
802.11b 154 Mbls . =
11 Mb/s ' | o

KLIENCI\PASMO

11Mb/s

2000 2002 2004 2006 2008 2010 2012 2014 2016
i = sERSE |

I B B =B




Rozwigzania WiFi

“Ultra Thin” Mobility
Access Points Controllers

Existing Network = Transport
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A

Location Svcs

Fingerprinting

Enforcement

= Controller “Sees” All RF
e Auto Config, Provisions, Optimizes

WiFi Point-of-Presence " 12/13 connettion " Security In-Depth

* GRE -or- IPSEC Tunnels e Centralized Authentication
High Performance e Self Building e Centralized Encryption
Low Cost * “No Touch” To Network e No Certs or Net Info On AP’s
Easy to Install * All Traffic Encrypted e Watches/Correlates All Threats
Self Configuring/Provisioning e 802.11 Frames e Integral Per-User Stateful Firewall

= QoS
= Deep/Wide Internetworking Features
= Single Point of Management/Control



Jak to dziata

Wireless client Data Center

Layer 2 / Layer 3
Network Infrastructure

Access Point

Mobility Controller
* User Roles apply
Firewall policies



Rozmieszczenia AP
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Topologie sieci WiFi
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Sieci rozproszone

Layer 3, Routed Mesh

= Dynamic, distributed routing
= Full network intelligence

= Proven higher performance

Traditional Mesh: Tree Architecture ’:i
= All traffic goes through a gateway

= Non-optimal routes, latency

= Single point of failure

Wired Backhaul
Ontimal paths to the aatewav
Alternate back-up routes

Tree routing path between node A and B
AWR routing path between node A and B




Wspotpraca roznych producentow
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Obechie stosowana struktura sieci
Uzycie: Wireless LAN Controller

Mobility Controllers

Software components within the
Wireless LAN Controller today:

e Mobility Controller (MC) is responsible

for:
— Client Mobility
— Radio Resource Management (RRM)
— WIPS, Spectrum Management
— AP CAPWAP termination
— Maintaining client database

— Policy enforcement

Access
Points



Catalyst 3850

« Funkcje dla sieci bezprzewodowe]

Sprzetowe terminowanie tuneli CAPWAP

| szyfrowanie DTLS
Wydajnosc do 40G dla sieci WiFi per switch

Obstuga do 50 APow oraz 2000 klientow
per switch/stack

Funkcja Wireless Switch Peer Group dla
szybszego roaming’u: aplikacje wrazliwe
na opoznienia

Obstuga klientow IPv4 i IPv6

AP musi byC dotgczony bezposrednio do
przetgcznika Catalyst 3850

Funkcje bezprzewodowe wymagajg
licencji IP Base

\

&

. -
- ) |
= o Ans " = -
= e ]
o

Cisco 3850

przetacznik
stackowalny ze
mtegrowanym
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Wprowadzenie do
Cloud Networking

( Czym jest Meraki?)
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Meraki



Bookings Growth

Kilka podstawowych faktow

— Historia Meraki rozpoczeta sie w 2006 na
MIT (Massachusetts Institute of
Technology)

— Obecnie Meraki zatrudnia ponad 700
pracownikdw na catym swiecie

— 2-3x roczny wzost sprzedazy, pozytywny
cash flow

— Meraki pojawilo sie na rynku polskim po
raz pierwszy w 2012 roku

o o — Od listopada 2012 roku firma funkcjonuje
Q Q
S S P AN S SN pod nazwg

Skupienie na matych i srednich przedsiebiorcach, ktorzy potrzebuja
sieci dziatajgcej w prosty sposoéb



Wizja Meraki: prosty system dla sieci wireless
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(o Kkiren@meraki.com | my profle | sign out
show admin | search
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Meraki MX
Security Appliances

Meraki MS
Ethernet Switches

Meraki SM
Mobile Device
Management



Intuicyjny Dashboard w chmurze

800 /ﬂMeraki Dashboard - Meraki - g - g "y

€« > C [ https://n7.meraki.com/Meraki-Corp-Wire/n/B4WUfb/manage /usage show/k73a026?timespan=2419200#c=k73a026 'ﬁ;‘] =

Sieci
przewodowe
bezprzewodo

we

Rozpoznanie
uzytkownika

merakl

Monitor
Configure
Organization

Help

kiren@meraki.com | my profile | sign out | demo networks | show admin

Wyszukiwarka

etwork: | Merski Corp - Wirsless =l P | search dashboard @

Clients» Kirens-MacBook-Air

Details | Edit details _ _
MAC address: 28:37:37:1e:68:4e Approximate location
IP: 172.16.30.214 Based on data from § APs between Nov 07 15:40 and Nov 08 13:28

Hostname: Kirens-MacBook-Air (Bonjour)
Network access: normal E

Connection: wireless
g Q

Aplikacje QoS

Capabilities: 802.11n,2.4 and 5 GHz
Manufacturer: Apple
® Operaiing system: Mac 0S X B
History: Eventlog
Packet capture: Run packet capture on this client
Systems mgmt: Not installed

Status: Currently connected @ G:)

signal svengtn [NINEET TR | —
Duration: 48 minutes
POUERED BY
B 100 it oo 5t
Goc‘a 50m 1 Map 12 Google - Temmes of Use

15 BWEGE]Y

Access point: 3rd FI Support
User: kiren.sekar
SSID: Meraki-Corp
Channel: 149 - 5.745 GHz (11n, 40MHz channel)
Packets: 64715 sent, 69117 received
Data: 21.0 MB sent, 52.3 MB received

Lokalizacja
klienta

—~—

Live tools: * Ping client

Usage: 11.18 GB (8.06 GB received, 3.12 GB sent)
® 2hours 1000 Ki's

B

i
week JE0 Hals

month 500 Kbis

o A . /'\/\f\ J'\-\I'\AI\A A A f

0 Kbv's
Oct 14 Oct 17 Oct 20 Oct 23 Oct 26 Oct 29 Nov 1

" Online backup—Dropbox
5.4 GB (4.9 GB, 1519.2 MB) Ports

HTTP content

Kontrola w
rzeczywistym
czasie




tatwosc instalacji i zarzadzania
Scentralizowane zarzadzanie
Niskie koszty TCO

Prosty sposéb aktualizowania software \

Skalowanie do dowolnych rozmiarow

Pojedyncza, bogata w rozwigzania licencja z wsparciem
technicznym 24/7

Zintegrowana linia produktow (AP, security appliances,
switches, rozwigzanie MDM)



Meraki

Zero-touch provisioning (Plug & Play)

L7 application traffic shaping

l

{
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1-click guest access
Wbudowany NAC

i)

"i?l
i

Minimalny czas treningu

Jedyne rozwigzanie dla sieci przewodowych i
bezprzewodowych z kontrolerem w chmurze




MR bezprzewodowe punkty dostepowe AP

. Feature
S highlights

BYOD policies

Application traffic shaping
Guest access

Enterprise security

WIDS / WIPS

-y Mesh routing

s
meraki Ja"'

5 modeli — wewnetrzne/zewnetrzne AP, wysoka wydajnos¢ i dobra cena
Enterprise-class silicon including PoE, voice/video optimization

Wieczna gwarancja na wewnetrzne AP

18



‘ Systems Manager MDM

Mobile Settings @

Profile: | Global Settings |

. Feature

© O O/ ®overview - Meraki Dashboar * |||

Ml highlights

&« > [ﬁ https://n6.meraki.com/Infinitum-Movil-/n/eZ8R2ag/manage/

w)=

meraki

Monitor
(Ordow |
Maps
Access points
Clients
Splash logins
Login attempts
Summary report

Configure
Organization

Help

Network: | Infinitum Movil Universidades

)

TELMEX networks >

Infinitum Movil Universidades
37656 clients transferred 1.35 TB in the last

929 aeeess points need your attention.

Map of clients per access point

kiren@meraki.com | my profile | sign out | demo networks | show admiA

pel ‘search dashboard

Usage over the last week

Centralized app deployment

320 Mbls
240 Mois
160 Mb/s

80 Mbls

Device security

0 Mbls

N .;7P2c56.4212' 100 [P

R\

Rapid provisioning
Backpack™ file sharing

Asset management

Device Management controls i0S, Android, Mac, and Windows devices

Cloud-based - no on-site appliances or software, works with any vendor’s network

100% free - available at no cost to any organization, sign up at meraki.com/sm
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http://www.meraki.com/sm
http://www.meraki.com/sm
http://www.meraki.com/sm

Pracuje z ponad milionem klientow

8.6 0/ @ overview - Meraki Dashboar x I\ i Tel mex

&« > [ﬂ https://n6.meraki.com/Infinitum-Movil-/n/eZ8R2ag/manage/ i‘@}:

a klren@monkl.eom|M@|M[M[sm;.;;mirl.. PUinczny hotspot i SG
meraki Network: [ Infinitum Movil Universidades 3] pel ‘VSearch dashboard | Offl O a d n etWO rk

Monitor TELMEX networks > Usage over the last week
320 Mb/s

m Infinitum Movil Universidades S .
| | | | | | | Next Retail

37656 clients transferred 1.35 TB in the last 160 Mbls
Maps

80 Mbls

929 aeeess points need your attention.

Access points 0 Mbls

- 550 sklepow w Wielkiej
Splash logins R — ——C—— Brytanii

Login attempts

conts g J & e SR Motel 6
- ~ Vg 3 70,000 pokoi hotelowych i
‘ ' v ponad 10 000 APs

Jeffco School District 80,000
studentéw w danym
regionie i ponad 100 szkoét

Sprawdzone w projektach na 10,000 AP + wiecej
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Dodatkowe informacje

Product Models and Features: meraki.com/products

Channel Partner Program: meraki.com/partners

Channel Partner Portal: merakipartners.com

Case Studies by Vertical: meraki.com/customers

Cloud Security and Reliability: meraki.com/trust

Cloud License info: meraki.com/products/wireless/enterprise-cloud-management
Cisco Acquisition FAQ: meraki.com/company/cisco-acquisition-fag

Request Free Trial: meraki.com/Ip/free-demo

Site Survey Tool: my.meraki.com



